
Facebook Red Tagging And Disinformation Trolls
Target Philippine Presidential Candidate Leni
Robredo

May 2, 2022

Executive Summary

We have independently identified a large network of Facebook accounts that includes 737
accounts which shared disinformation and dangerous content, 77 accounts which hosted
disinformation and dangerous content, and 1032 account destinations where the disinformation
and dangerous content was shared. These 136 unique pieces of content are primarily targeted
“red-tagging” of Leni Robredo, resulting in threats and potential harm to herself, her
campaign workers and volunteers, and her supporters. Our report documents 1976 shares of
this content.

The small number of accounts that hosted the disinformation (77) compared to the large number
of destinations (1032) indicates that these 136 pieces of content are getting shared very widely.
This red tagging of Leni Robredo is being spread far wider than the usual red tagging sponsored
by the  NTF-ELCAC Strategic Communication Cluster. This content is getting shared to diverse
locations, maximizing its reach into a broad population with diverse interests (who friend or
follow a wide variety of pages that aren’t just related to elections).

Below is an example of the actual distribution of a piece of red-tagging content that targets Leni
Robredo. The content originator is the page Makabayan Exposed. From there, trolls pick up the
content and distribute it to other pages. This example illustrates inappropriate pages the content
was shared to, such as ofw house and lot for sale, CASH Assistance 2nd & 3rd trance Update
atc., and OFW 24/7 RESCUE.



The chart below illustrates the interconnectivity of the different accounts, pages, and groups that
share the red-tagging content. The circles represent the accounts that have shared content that
red tags Leni. The size of the circle represents how much content that red-tagged Leni was
shared, and the width of the connecting line represents how many times the two accounts
shared the same content that red-tags Leni. Click on the image to be taken to the Flourish



website that hosts this interactive version (you can move it around to explore) of this troll
network diagram.

We previously reported a network sponsored by the Philippine government, through the National
Task Force To End Local Communist Armed Conflict (NTF-ELCAC) Strategic Communication
Cluster (SCC)  involved in red-tagging activists in the Philippines in December, 2021.  At that
time, the focus was on a group of party lists they deemed terrorist fronts. Since then, portions of
the network have pivoted to targeting Leni Robredo, number two in the polls in advance of the
Philippine presidential election on May 9, 2022.

We observed and documented a dramatic increase in the red-tagging attacks targeting Leni
Robredo, the current Vice President of the Philippines. Even more alarming, it is clear that the
red-tagging attacks continue to be state-sponsored, because Undersecretary Lorraine Marie T.
Badoy, spokesperson for the NTF-ELCAC, and head of the Strategic Communication Cluster
has been very open and proud of her work as the red-tagger-in-chief.

https://public.flourish.studio/visualisation/9663485/


Disinformation: Targeting Leni Robredo predominantly

Tsek.ph is a collaborative fact-checking project for the 2022 Philippines’ elections.

Their chart above shows the breakout of the subjects and sentiments of the disinformation its
collaborative team has analyzed.  According to Tsek.ph, the leading subject of disinformation is
Leni Robredo, with 47% of the disinformation targeting her, and of the disinformation she was
the subject of, 94% of it was negative. The second leading subject of disinformation is Bong
Bong Marcos, with 36% of the disinformation targeting him, and of the disinformation he was the
subject of, just 10% of it was negative.

To put this in round numbers, because the above report is based on percentages, let’s assume
100 pieces of content were fact checked and found to be false (disinformation). Of those 100
pieces, 44 of them were negative attacks on Leni Robredo and less than 4 were negative
attacks on Bong Bong Marcos. On the flip side, 3 were disinformation that portrayed Leni
Robredo in a positive light, and 32 were disinformation that portrayed Bong Bong Marcos in a
positive light.



Disinformation has unfortunately become the norm in elections of today. Some disinformation
can be harmful, such as a recently leaked alleged sex tape featuring one of Leni Robredo’s
daughters.  This has been fact checked and validated that it is not her daughter, and the video
was removed from the internet very quickly.  After the video was removed, the next piece of
disinformation that rapidly spread was that it was leaked by Leni Robredo’s campaign as a false
flag operation.

Red-tagging: Especially Dangerous Disinformation

“Red-tagging” is the labeling  individuals or organizations as “communist terrorists.” The term
red-tagging is used when these individuals and organizations are not, in fact, communist
terrorists.  It is frequently used for political gain, targeting those who are critical or not fully
supportive of the actions of the incumbent government administration in the country. The groups
and individuals subjected to it are “tagged” regardless of their beliefs or affiliations.

Ms. Badoy says that there is no such thing as red-tagging, saying that “The Supreme Court has
already ruled that there is no danger to life, liberty, and security when one is identified as a
member of the CPP-NPA-NDF (Communist Party of the Philippines-New People's
Army-National Democratic Front).”

However, the enactment of the 2020 Anti-Terrorism Law continues to enable the drastic violent
and abusive Red-tagging. From bookstores to individuals, many have been "red-tagged" by
state agents, with many leading to death such as the killing of 9 human right defenders in
Batangas, March 2021.

Cristina Palabay, secretary-general of Karapatan, describes how she was harassed and
threatened with rape and violence as part of the red-tagging.

https://www.ntfelcac.org/post/news-pna-1171280
https://www.occrp.org/en/daily/14036-red-tagging-escalates-violence-and-corruption-in-the-philippines
https://ph.news.yahoo.com/explainer-red-tagging-its-dangers-and-the-bodies-proving-its-existence-041830180.html
https://international.thenewslens.com/article/165623


Mylene Cabalona, president of the BPO Industry Employees’ Network, says that her work to
advocate for the welfare of call-center workers has led to threats online.

It doesn’t stop there. In 2021, 424 extrajudicial killings, 504 frustrated extrajudicial killings, 1,159
illegal arrests and detention, and 2,807 illegal arrests without detention were reported. From
2016 to 2021, more than 400,000 people were threatened and forced to evacuate.

Recently many opposition leaders have been red-tagged, including Leni Robredo, the Vice
President of the country herself.

https://www.rappler.com/nation/elections/leni-robredo-number-one-victim-red-tagging-says-former-afp-spokesperson/
https://www.rappler.com/nation/elections/leni-robredo-number-one-victim-red-tagging-says-former-afp-spokesperson/


In this report, we focus on red-tagging content that targets Leni Robredo, all based on
innuendo and “proof” that the NTF-ELCAC says they have, but have never revealed and
never used that “proof” to arrest any of the politicians they have been red-tagging.

The effects of these red-tagging are serious and can be fatal. It’s already clear that some
previous supporters of Leni Robredo have been swayed to back off their support, just from
allegations made by this network.

Here’s an example of such an effect:

https://news.un.org/en/story/2021/03/1086782


State-sponsored disinformation and incitement to violence against
opposition politicians thrives in the Philippines and Facebook is
allowing it to happen.

By red-tagging opposition politicians and using state-sponsored venues to demand that they be
made ineligible, and warning voters not to vote for “terrorists”, the current administration is using
public funds to hurt their critics and opposition politicians.

The funds for the reg-tagging activity come from The National Task Force to End Local
Communist Armed Conflict (NTF-ELCAC) Strategic Communication Cluster. Established by
Executive Order in 2018, the NTF-ELCAC  is charged with identifying terrorists and distributing
redevelopment funds to communities that are free of terrorists. The Philippine National Police
and the Armed Forces of the Philippines are the primary implementers of the NTF-ELCAC. The
charter of the Strategic Communication Cluster (SCC)  is “lead by the Presidential
Communications Operations Office (PCOO), this cluster shall conduct strategic communications
efforts to effectively disseminate information on government programs and counter the national
propaganda of the CTG, while creating external mechanisms to facilitate public engagement
and policy support.”

The NTF-ELCAC has yet to provide the Senate a detailed report on how it has utilized its P19.1
billion ($364 million) budget in 2021. We don’t know how much of that budget was spent on
“strategic communications.” Politicians critical of the lack of accountability and huge budget of
the NTF-ELCAC have been relentlessly red tagged on social media by the troll network funded
by the Strategic Communications Cluster.

There is no evidence that the people being red-tagged are communist terrorists, nor have they
been charged. Badoy’s accusations are politically motivated, not evidence-based. “In all these
accusations, no credible evidence was ever presented against the Makabayan bloc, except for
innuendos and hearsays coming from perjured witnesses,” said House Deputy Minority Leader
and Bayan Muna Rep. Carlos Isagani Zarate. Asked why authorities don't take suspected
sympathizers to court if they have evidence of illegal activity, National Security Adviser
Hermogenes Esperon told Agence France-Press: "There's an easy solution to that. Why don't
they condemn the NPA."

Of the 19 people who were identified as communist terrorists by the government’s
Anti-Terrorism Council, only one is mentioned in the red tagging content, Jose Maria Sison, the
well-known founder of the Communist Party of the Philippines (CPP). The red tagging focuses
on implying collusion between him and the targets of the red tagging.

The red-tagging is effectively harming the election prospects of the opposition politicians, and
the threats are real. Further details and proof are provided in the report.

We urge Facebook to take immediate action to stop the proliferation of this state-sponsored
harmful disinformation.

https://www.philstar.com/opinion/2022/04/02/2171653/red-tagging-weapon-electoral-campaign
https://www.france24.com/en/live-news/20210225-philippine-critics-in-firing-line-of-anti-communist-misinformation-war
https://trollexposer.com/philippine-troll-network-revealed-hands-of-our-children/


For a detailed background on the red-tagging situation in the Philippines, we highly recommend
this report by US-based Digital Forensics Research Lab (DFRLab) that describes the first
HOOC network that Facebook took down in 2020.

These combined attempts to manipulate, distort and polarize the online political conversation in
the Philippines should be viewed in the context of the upcoming presidential election, the
extensive use of “troll armies” in the 2016 presidential election, the current effort to rebrand
authoritarianism and the Martial Law period of the Marcos regime in a positive light, and the
government’s red-tagging of opposition voices, arresting of journalists, and extra-judicial killings.

Background

The National Task Force to End Local Communist Armed Conflict (NTF-ELCAC), established by
Executive Order in 2018, is charged with identifying terrorists and distributing redevelopment
funds to communities that are free of terrorists. The Strategic Communication Cluster of the
NTF-ELCAC is charged with this type of “strategic” communication.

The politicians accused by NTF-ELCAC Strategic Communication Cluster of being “fronts for
terrorist organizations” include

● House Deputy Minority Leader Carlos Zarate
● Sara Elago, an elected representative affiliated with the Kabataan (youth) party, and

Raoul Manuel and Angelica Gimba, current nominees for the Kabataan partylist
● Gabriela (women’s party) representatives Arlene Brosas and Emmi de Jesus
● Elmer Labog, leader of labor group Kilusang Mayo Uno (KMU)
● Neri Colmenares, chairman of the National Union of Peoples’ Lawyers and former Bayan

Muna representative
● Euphemia Cullamat, Ferdinand Gaite, and Teddy Casino of Bayan Muna
● Representative France Castro and Antonio Tinio of  Alliance of Concerned Teachers

(ACT)
● Peasant leader Isabelo ‘Buting’ Adviento and Rafael Mariano, nominees of Anakpawis

party list

And now the focus of these attacks is on Presidential candidate Leni Robredo

These are the people who were officially identified as communist terrorists by the Anti-Terrorism
Council. Note that there is no overlap with the people who are actively being red-tagged, and
the actual communist terrorists that the ATC identified.

In April 2021, the NTF ELCAC red-tagged community pantry organizers, causing senators to
call for defunding the anti-communist task force. Fear of being linked to the communist
movement caused some community pantries to cease operations. Other groups red-tagged by
the NTF_ELCAC include Filipino Nurses United (FNU), Alternative media outlets, Universities,
trade unions, and Rappler, for operating as an independent- fact checker on Facebook.

https://medium.com/dfrlab/facebook-removes-inauthentic-assets-linked-to-the-philippine-military-b61f9a38cb4a
https://newsinfo.inquirer.net/1448598/probe-troll-farms-lawmakers-urge
https://thediplomat.com/2017/11/beware-dutertes-troll-army-in-the-philippines/
https://thediplomat.com/2017/11/beware-dutertes-troll-army-in-the-philippines/
https://news.abs-cbn.com/tfc-news/09/25/21/survivors-and-victims-of-martial-law-accuse-marcoses-of-historical-revisionism
https://news.abs-cbn.com/tfc-news/09/25/21/survivors-and-victims-of-martial-law-accuse-marcoses-of-historical-revisionism
https://www.pna.gov.ph/articles/1079689
https://www.aljazeera.com/news/2020/6/15/maria-ressa-found-guilty-in-blow-to-philippines-press-freedom
https://www.hrw.org/report/2017/03/02/license-kill/philippine-police-killings-dutertes-war-drugs
https://newsinfo.inquirer.net/1431638/red-tagging-at-its-finest
https://newsinfo.inquirer.net/1431638/red-tagging-at-its-finest
https://www.cnnphilippines.com/news/2021/4/22/senators-push-to-defund-ntf-elcac.html
https://www.cnnphilippines.com/news/2021/4/22/senators-push-to-defund-ntf-elcac.html
https://abogado.com.ph/nurse-not-spared-from-ntf-elcac-red-tagging/
https://abogado.com.ph/nurse-not-spared-from-ntf-elcac-red-tagging/
https://www.bulatlat.com/2020/12/18/media-groups-sue-ntf-elcac-officials-over-red-tagging/
https://verafiles.org/articles/ntf-elcacs-continued-red-tagging-makes-afp-apology-deceptive
http://ctuhr.org/releases/labor-rights-ngo-slam-intensified-red-tagging-calls-for-defunding-of-ntf-elcac/
https://www.rappler.com/nation/national-news/badoy-red-tags-rappler-over-fact-check-articles


In April the House Deputy Speaker called for a probe on the use of funds by the NTF-ELCAC,
saying the red-tagging was “too wicked to be ignored.” On November 9, 2021, the Senate
finance committee slashed earlier this month the proposed budget of the National Task Force to
End Local Communist Armed Conflict (NTF-ELCAC), the Duterte administration’s
counter-insurgency body, by P24 billion, leaving the task force with P4 billion for 2022.

The NTF-ELCAC has yet to provide the Senate a detailed report on how it has utilized its multi
billion-peso budget in 2021. This is still more than 4 times the 2021 budget for the Office of the
Vice President, worth P 900 million.

As of April 19, 2022 the NTF-ELCAC spokesperson was being sued for red tagging and
defamatory remarks, by the head of Rappler, a respected and Nobel prize winning journalist.

Damaging Effects of Red-Tagging

These combined attempts to manipulate, distort and polarize the online political conversation in
the Philippines should be viewed in the context of the upcoming presidential election, the
extensive use of “troll armies” in the 2016 presidential election, the current effort to rebrand
authoritarianism and the Martial Law period of the Marcos regime in a positive light, and the
government’s red-tagging of opposition voices, arresting of journalists, and extra-judicial killings.

The risks are real. Two activists were killed by policemen in Guinobatan, Albay, after they were
caught spray-painting an anti-Duterte slogan on July 26, hours before Duterte's last State of the
Nation Address.

The troll network’s main goal is to identify politicians as suspected Communist Terrorists and
urge people not to vote for them. The massive amount of content and activity are intended to
create the impression that there is a lot of evidence that these politicians are communists and
that not voting for them is the only way to save the country and to prevent children from being
recruited into a death cult.

It is primarily a distribution network. The main activity we see trolls perform is creating and
sharing content to many pages that are dedicated to this red-tagging content.  There is almost
no commenting activity performed by the trolls in this network.

To be fair, this is not the only activity of the NTF-ELCAC, and some social media pages that
belong to the NTF-ELCAC actually report on communist rebels that have surrendered, and
programs that help towns that are “terrorist-free” and to rehabilitate surrendered terrorists. We
have not included posts and pages related to these goals in our analysis.

For example, the Philippine National Police local pages usually share content from the troll
network, but they mostly share non-political content, and we don’t count that as part of the
red-tagging network we are investigating.

We use several third party tools in our research and evaluation of trolls. We use the image
search tool TinEye to determine if the profile photo is unlikely to belong to a real account

https://newsinfo.inquirer.net/1422864/probe-audit-on-ntf-elcac-funds-sought-amid-red-tagging-controversy
https://newsinfo.inquirer.net/1422864/probe-audit-on-ntf-elcac-funds-sought-amid-red-tagging-controversy
https://www.gmanetwork.com/news/topstories/nation/829018/maria-ressa-sues-ntf-elcac-s-badoy-for-alleged-red-tagging-defamatory-remarks/story/
https://www.gmanetwork.com/news/topstories/nation/829018/maria-ressa-sues-ntf-elcac-s-badoy-for-alleged-red-tagging-defamatory-remarks/story/
https://newsinfo.inquirer.net/1448598/probe-troll-farms-lawmakers-urge
https://news.abs-cbn.com/tfc-news/09/25/21/survivors-and-victims-of-martial-law-accuse-marcoses-of-historical-revisionism
https://news.abs-cbn.com/tfc-news/09/25/21/survivors-and-victims-of-martial-law-accuse-marcoses-of-historical-revisionism
https://www.pna.gov.ph/articles/1079689
https://www.aljazeera.com/news/2020/6/15/maria-ressa-found-guilty-in-blow-to-philippines-press-freedom
https://www.hrw.org/report/2017/03/02/license-kill/philippine-police-killings-dutertes-war-drugs
https://www.rappler.com/nation/elections/prelude-2022-makabayan-bloc-organizers-arrested-killed
https://www.rappler.com/nation/elections/prelude-2022-makabayan-bloc-organizers-arrested-killed
https://www.rappler.com/nation/elections/prelude-2022-makabayan-bloc-organizers-arrested-killed


because it is widely available on the internet, is a celebrity photo, or a stock photo. We use
Copyfish to extract text from images, and we use Google Translate to translate the text from
images and comments.

Our recent research has identified a more focused attack on Presidential candidate Leni
Robredo.

The images below are examples of some of the red-tagging content targeting Vice President
Leni Robredo.

Examples of Content that Red-tags Leni Robredo





Analysis of Red-Tagging Disinformation Targeting Leni Robredo

The following are the top 5  primary sources ( the pages, profiles, and groups that the content
was shared FROM) of the shared red tagging content targeting Leni Robredo, followed by the
number of shares of that content from those pages.

1. https://www.facebook.com/Makabayan-Exposed-104361362066530 had 760 shares of
its content

2. https://www.facebook.com/JUST-Philippines-105630324580719 had 161 shares of its
content

3. https://www.facebook.com/pnagovph (Philippine News Agency) had 110 shares of its
content, reflecting the many statements Ms. Badoy has made against Leni Robredo as
an official statement of the government.

4. https://www.facebook.com/lenidoro had 105 shares of its content
5. https://www.facebook.com/richardpoonph had 86 shares of his content

These are the top 6 accounts (profiles and pages) that pick up red tagging content targeting
Leni Robredo and shared it, followed by the number of times they have shared it:

1. https://www.facebook.com/profile.php?id=100076273523272 (“Domingo Castillo”)
shared red tagging content targeting Leni  202 times

2. https://www.facebook.com/100051465367460 (“Fernando Tolentino”) shared red tagging
content targeting Leni 130 times

3. https://www.facebook.com/Federal.Party.Philippines.E shared red tagging content
targeting Leni 53 times

4. https://www.facebook.com/100011663080808 (“Tfn Calce”) shared red tagging content
targeting Leni 52 times

5. https://www.facebook.com/francisco.esguerra/ shared red tagging content targeting Leni
40 times

6. https://www.facebook.com/profile.php?id=100051051076697 (“Patricia Cruz”) shared red
tagging content targeting Leni 40 times

This network is different from the original red-tagging “HOOC” network in that the destinations
are very wide spread.  For example these shares include many Overseas Filipino Workers
(OFW) sites, and many non-political and inappropriate sites.The top 7 destinations were:

1. https://www.facebook.com/felino.salonoy.9 was the destination for 13 shares of red
tagging content targeting Leni

2. https://www.facebook.com//302109643587395/ (DUTERTE PARA SA BAYAN!) was the
destination for 13 shares of red tagging content targeting Leni

https://www.facebook.com/Makabayan-Exposed-104361362066530
https://www.facebook.com/JUST-Philippines-105630324580719
https://www.facebook.com/pnagovph
https://www.facebook.com/lenidoro
https://www.facebook.com/richardpoonph
https://www.facebook.com/profile.php?id=100076273523272
https://www.facebook.com/100051465367460
https://www.facebook.com/Federal.Party.Philippines.E
https://www.facebook.com/100011663080808
https://www.facebook.com/francisco.esguerra/
https://www.facebook.com/profile.php?id=100051051076697
https://www.facebook.com/felino.salonoy.9
https://www.facebook.com/groups/302109643587395/
https://www.facebook.com/groups/302109643587395/


3. https://www.facebook.com/3486456648087740/ (SUPPORT BBM FIGHT TERRORISM)
was the destination for 12 shares of red tagging content targeting Leni

4. https://www.facebook.com/400397597528851/ (LABAN SA INUTIL AT KATIWALIAN)
was the destination for 11 shares of red tagging content targeting Leni

5. https://www.facebook.com/573356870086667/ (the supporters para sa bayan) was the
destination for 11 shares of red tagging content targeting Leni

6. https://www.facebook.com/703760623423556/ (Stand Up For Gen Jovito Palparan)was
the destination for 11 shares of red tagging content targeting Leni

7. https://www.facebook.com/2903636546383637/ (👊👊👊 SUPPORT DUTERTE
ADMINISTRATION / DDS FIGHTERS 👊👊👊) was the destination for 11 shares of red
tagging content targeting Leni

The top 5  most shared pieces, and the number of times they were shared are:

1. Shared 109 times

https://www.facebook.com/3486456648087740/
https://www.facebook.com/groups/3486456648087740/
https://www.facebook.com/400397597528851/
https://www.facebook.com/groups/400397597528851/
https://www.facebook.com/573356870086667/
https://www.facebook.com/groups/573356870086667/
https://www.facebook.com/groups/703760623423556/
https://www.facebook.com/groups/703760623423556/
https://www.facebook.com/2903636546383637/
https://www.facebook.com/groups/2903636546383637/
https://www.facebook.com/groups/2903636546383637/


2. Shared 108 times

3. Shared 97 times



4. Shared 86 times

5. Shared 61 times



Definitions of Terms Used

HOOC: an abbreviation for the “Hands Off Our Children” movement, which claims to represent
parents whose children were recruited to the CCP-NPA by the party’s “front organizations”
operating in schools.

NTF-ELCAC: The National Task Force to End Local Communist Armed Conflict. President
Duterte sits as its chairperson, but its policies and activities are overseen mostly by vice
chairperson Esperon. It has an enormous budget, no accountability, and is the government
organization that is funding the red-tagging activity.

CPP: The Communist Party of the Philippines, founded in 1968 and recognized internationally
as a terrorist organization.

NPA: The New People’s Army, the armed wing of the Communist Party of the Philippines. The
NPA is one of the key figures in the ongoing communist rebellion in the Philippines.

NDF: National Democratic Front is a coalition of revolutionary social and economic justice
organizations, agricultural unions, trade unions, indigenous rights groups, leftist political parties,
and other related groups in the Philippines. It belongs to the much broader National Democracy
Movement and the communist rebellion in the Philippines. [source: Wikipedia]

ATC: The Anti-Terrorism Council, created by the Anti-Terrorism Act of 2020, is a
presidentially-appointed body which designates the persons who could be arrested as
"terrorists."

SCC: The Strategic Communication Cluster, a division of the NTF-ELCAC, Lead by the
Presidential Communications Operations Office (PCOO), this cluster shall conduct strategic
communications  efforts to effectively disseminate information on government programs and
counter the national propaganda of the CTG, while creating external mechanisms to facilitate
public engagement and policy support. Its spokesperson is Undersecretary Lorraine Marie
Badoy. This is the division of the NTF-ELCAC that primarily does red-tagging.

https://en.wikipedia.org/wiki/Philippines

